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Austria

#besafeonline videos

Videos on cyber-grooming, sexting and sexual harassment
TARGET AUDIENCE

Learners. These videos should
encourage all young people not to suffer
and ignore such behaviour but stand up
and tell all offenders: “Without me!”

#besafeonline

LANGUAGES

German
View the resource on the BIK portal
DESCRIPTION

Three videos were developed by the Austrian helpline Rat auf
Draht in order to raise awareness on sharing sexual explicit
content. Young people have the right to say no and to claim
“without me”: leave us out of such behaviour! These videos
should encourage all young people not to suffer and ignore
such behaviour but stand up and tell all offenders: “Without
me!”
The videos were developed for the project #besafeonline and
can be found on the YouTube channel of helpline Rat auf
Draht.
Watch "Nicht mit mir! - Sexting - dein Foto gehört dir"
Watch "Nicht mit mir! - Cyber-Grooming"
Watch "Nicht mit mir! - Sexuelle Belästigung online"
Produced with the help of VMLY&R Vienna GmbH, Factory
Vienna, Walter Werzowa @ The MusicMedicine Consultancy,
Tonstudio Holly GmbH, Carina Thesak and all the
participating young people.
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Cyprus

Parents' guide to safe internet use
TARGET AUDIENCE

Parents and carers
LANGUAGES

Greek
View the resource on the BIK portal

DESCRIPTION

This 77-pages guide provides parents and carers with basic
knowledge and advice on how to inform children about safe
and responsible use of the internet.
It offers information on how different age groups (pre-school,
school, and adolescence) can use the internet and the risks
they might be exposed to.
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Czech Republic
Nástěnka bezpečného internetu
Safer Internet School Board

TARGET AUDIENCE

Learners - the board is intended for
children in the second stage of
primary school.
LANGUAGES

Czech
View the resource on the BIK portal
DESCRIPTION

The Czech Safer Internet Centre designed, produced and
distributed school boards and supporting educational
materials to 4,200 registered primary schools (according to
the official basic school database by Ministry of Education,
Youth and Sports).
Their goal is to alert pupils and students to possible pitfalls in
the online world in a popular educational way. And if
necessary, to serve as a guide for kids while seeking help.
The boards present the most common problems that pupils
and students encounter in the cyberspace. It is built around
eight main topics accompanied with advice on how to behave
in specific situations.
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Czech Republic
Nástěnka bezpečného internetu
Safer Internet School Board

DESCRIPTION (cont.)

The topics are as follows:
• How to defend yourself against vulgarities and threats.
• What to share on the internet.
• How to meet people online safely.
• How to secure cell phones.
• How to use Wi-Fi networks safely.
• What are the risks related to sexting.
• How to set passwords correctly.
• Instructions on how to recognise false information and fake
profiles on the internet.
The school board also contains contact details for helplines or
safer internet educational projects. From experience, if these
contacts are visible, children are more likely to turn to them
for help.
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Estonia
Tunnikava "Kuidas kaitsta ennast ja teisi internetis"
Lesson plan "How to protect yourself and others online"

TARGET AUDIENCE

Teachers and educators
LANGUAGES

Estonian, Russian
View the resource on the BIK portal
DESCRIPTION

Educational resource "How to protect yourself and others
online" for teachers and older students to carry out a
thematic lesson in schools for younger students. It contains:
Slides with notes
A video
Kahoot test
Guide "How to get evidence"
The lesson plan focuses on the following topics:
Why it is important to report and tell someone when
something bad has happened online;
How to block and report;
How to obtain evidence of harmful content;
Where to receive advice and help.
The resource was developed together with teachers and
students.
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France

Point de Contact comic strips
TARGET AUDIENCE

General public (both young people
and adults)
LANGUAGES

French
View the resource on the BIK portal
DESCRIPTION

Point de Contact launches a compilation of comic strips
dealing with various types of illegal content and situations
online, such as incest and dissemination of child sexual
exploitation material, child grooming activities, sextortion
activities, dissemination of non-consensual content involving
minors or “revenge porn”, hate speech and apology for acts
of terrorism.
The purpose of this resource is to offer the public (children,
parents and professionals working or having contact with
children) tools to prevent, identify and tackle illegal content
and situations online by promoting online reporting to
hotlines such as Point de Contact, and other platforms or
authorities. More specifically, this resource addresses the
difficult situations involving Max, Léa, Jules, Manon, Chloé
and Hugo to encourage victims and witnesses to report, ask
for help and react safely in order to protect them by removing
illegal content and putting an end to harmful situations.
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Greece

#Mila
TARGET AUDIENCE

Children and young people, parents and
carers
LANGUAGES

Greek, English
View the resource on the BIK portal
DESCRIPTION

Following the emergence and the successful spread of the
#MeToo movement in Greece, the Greek Youth Panel was
inspired to create a similar campaign targeted to Greek
adults, children, and youth. The #Speak (#Mila) campaign’s
purpose is to raise awareness on sexual harassment and
cyberbullying, and to encourage both victims and witnesses to
speak up and break the silence on those issues.
The messages that the youth want to convey are clear-cut
and are the following:
“Even if you have made a mistake in your online

communication, do not be afraid and do not be
ashamed. Silence is not the answer. #Speak."
"Reporting and blocking on the internet is an act of
courage. No one has the right to hurt you. #Speak."
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Greece

#Mila
DESCRIPTION (cont.)

"The vicious circle of abuse, whether in the real world

or in the digital world, is only broken when we break the
silence. #Speak."
"Are you a victim or a witness of cyberbullying? Fear is
not your friend, it cannot help you. Do not hesitate.
#Speak."
Whether it is cyberbullying, grooming, sexting or hate speech
on the internet, we can stop it – no matter how small and
vulnerable kids or young people feel – as long as they break
the silence and talk to people who love and care for them.

Young people today do have a voice. You can listen to them
by watching the YouTube video by the Greek Safer Internet
Centre on the #Mila campaign. English subtitles are
available.
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Iceland

Netsáttmálinn | Digital consensus
TARGET AUDIENCE

Parents and carers
LANGUAGES

Icelandic
View the resource on the BIK portal

DESCRIPTION

The digital consensus is an agreement among parents who
have children in the same class, grade or school, or other
groups where parents work together, and it consists on
agreeing on common standards when it comes to their
children's secure online and media usage.
The digital consensus is a poster with blank boxes where
parents and carers can write their criteria for the agreement
and at the end the parents agree to follow the consensus by
signing the poster. Parents receive additional material with
ideas for guidelines for a safe online and media usage. They
can put items from the additional material in the blank boxes
on the poster or create their own criteria.
The aim of the digital consensus is to strengthen the dialogue
among parents and the power to coordinate, for the benefit
of the children.
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Iceland

Netsáttmálinn | Digital consensus
DESCRIPTION (cont.)

Through this conversation, parents also learn from each
other, can take advantage of each other's skills, and this
reduces the insecurity that many parents mention as an
obstacle when guiding their children in the online world. This
project helps parents preparing their children to be good
digital citizens in the future.
Some guidelines include:
1. Ensure screenless time before bedtime
2. Teach good online habits
3. Be with your child when they try new technologies and
applications
4. Encourage children to use critical thinking online
5. Be aware of children’s online communication habits
6. Respect the online privacy
7. Encourage your children to cultivate relationships with
friends and pursue hobbies
8. As a parent or a carer, be a good role model
9. Talk about the online world with your children and be
present
10. Discuss what appears in the news
11. Respect the age rating
12. Respect other parents' opinions and decisions
13. Urge children to be careful with personal information
14. Ensure that the use of technology and media does not
have negative effects on children’s lives
15. Ask children about their social media experience
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Ireland

#TalkListenLearn topic generator
TARGET AUDIENCE

Teachers and educators
LANGUAGES

English
View the resource on the BIK portal

DESCRIPTION

Having regular discussions about life online is a key way to
help children and young people have a safe and positive
experience.
The #TalkListenLearn campaign supports families to have
those conversations. Children can get started using the fun
and interactive #TalkListenLearn topic generator for
conversation starters on a range of topics such as privacy,
safety, sharing online, and false information.
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Italy

Didactic kit
TARGET AUDIENCE

Teachers and educators
LANGUAGES

Italian
View the resource on the BIK portal

DESCRIPTION

The Didactic kit developed by Generazioni Connesse is a tool
aimed at all Italian schools (kindergarten, primary school,
lower secondary school, upper secondary school), and has
the purpose of framing the corpus of themes and contents
that are the basis for the development of a full digital
citizenship of students, through solid educational paths that
intend to guide the teachers in the creation of a real digital
civic education laboratory within their class.
This abacus of interactive teaching materials and playfuleducational proposals is based on the scientific EAS method Situated Learning Episodes - which here meets and weaves
DigComp 2.1, the reference framework for citizens' digital
skills. The choice is aimed at integrating the proposed
activities (the operational slides characterised by didactic
actions that can be spent in the classroom) with the relative
"Area of competence" and "Dimension", up to the level that
the activity requires or reaches.
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Italy

Didactic kit
DESCRIPTION (cont.)

The Didactic kit is organised in five areas:
1. The first part is linked to a general understanding of the
change originating from the convergence between digital
technologies and connectivity.
2. The second part, associated with media education, is
instead aimed at clarifying the profound implications that
changes originating from digital technologies have on our
individual and social dimensions.
3. The third part deals with information literacy, both
through the development of the skills necessary for the
research, collection, use and conservation of information
and through the understanding of the dynamics linked to
the profound change taking place in the production
ecosystem and information distribution.
4. The fourth part, on the other hand, deals with the
implications of quantification and computation, dynamics
intrinsically linked to the diffusion of digital technologies.
5. The fifth part develops the connection between
citizenship and digital creativity.
The five areas, set up in such a way as to insert the contents
proposed in the curricular planning, present very strong
disciplinary interconnections that intend to favour an open
and fluid learning method. For each of the five areas,
theoretical insights and real basic lesson plans are provided
which guide the activities step-by-step in an estimated
working time to be adapted to the planned class schedule.

14

Latvia

Bīstamā draudzība internetā

"Dangerous friendship on the internet"

TARGET AUDIENCE

Learners - mainly minors aged 8 - 17
years old
LANGUAGES

Latvian
View the resource on the BIK portal
DESCRIPTION

Online friendship or abuse? Innocent questions or attempted
grooming?
A self-help test is developed and available at
sos.drossinternets.lv. It helps to recognise grooming on the
internet. Children and young people, as well as parents and
educators, are all invited to fill out the self-help test
developed by experts from the Latvian Safer Internet Centre,
the State Police and State Inspectorate for the Protection of
Children's rights to test how safe the online friendship is, to
learn how to recognise grooming cases and where to seek for
a help.
The test is intended for:
1) Children, so that they can test their online friendship,
especially if the child has never met the person face-to-face
and is not sure if the person can be trusted.
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Latvia

Bīstamā draudzība internetā

"Dangerous friendship on the internet"

DESCRIPTION (cont.)

2) Specialists working with children and parents or the child's
legal representatives. If your child has made an online
friendship and you suspect that this friendship could harm
your child, you can use the test to see if your child has
experienced online grooming.
The test consists of 12 to 20 questions depending on the age
group. Questions are related to violations of criminal law
against children. For instance:
Did your "friend" send you something that made you feel
fearful, ashamed, confused?
Did your "friend" talk to you about intimate body parts?
Did your "friend" try to persuade you or force you to take
a photo or film yourself naked?
Did your "friend" send you a photo, video, or link where
you can see a naked adult or parts of his or her intimate
body?
Did your "friend" ask you to keep your communication as
a secret?
After answering to all the questions, results are shown with
advice on what to do and where to get support if the answers
indicate that the child may have suffered from grooming.
Supplementing materials include:
1. A poster with advice for children on which situations to
be careful about when making friends online.
2. A brochure for parents – how to talk with children to
prevent grooming and what to do if an adult suspects that
a child has become a victim of grooming.
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Norway

Den digitale halen | The digital tail
TARGET AUDIENCE

Learners - pupils aged 13 and upwards
LANGUAGES

Norwegian, English subtitles
available
View the resource on the BIK portal
DESCRIPTION

Anyone who uses the internet leaves information about
themselves online. This short film visualises how “the digital
tail“ can grow and follow us, and how it can affect our lives.
This resource is primarily meant to spark a conversation
about what happens beneath the surface of our digital lives.
Being informed and aware is the first step to be able to
protect oneself.
In addition to be used for education in school, this film can be
used at parents' meetings as well.
There is a second film to follow up this one, with more
information and specific advice on what you can actually do.
Check out the resource "How one man tried to protect his
privacy online" if you wish to watch the second film.
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Poland

Nie na pokaz | Not for show
Campaign for youth on self-generated content

TARGET AUDIENCE

Young learners aged 13-17 years old
LANGUAGES

Polish
View the resource on the BIK portal
DESCRIPTION

The campaign is devoted to the problem of self-generated
sexual content by minors intentionally engaging in erotic or
sexual activity and presenting such content on the internet,
sending it to people they know and strangers.
Experts from Dyżurnet.pl (Polish hotline), during the analysis of
the qualitative research conducted in September 2021,
observed a tendency to produce illegal materials by children.
In 2022, a campaign for youth was organised on TikTok.
Six films were made dealing with the problem of self-generated
sexual content by minors. A subpage of the campaign was also
created under the name www.nienapokaz.pl. The total reach
of by films was 1,114,276 users, and the total number of views
was 2,651,141.
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Portugal
Let's discover the digital world

Board game

TARGET AUDIENCE

Learners - this board game was sent to all
Portuguese primary schools (including
Portuguese schools abroad and schools in
the autonomous regions of Madeira and
the Azores).
LANGUAGES

Portuguese
View the resource on the BIK portal
DESCRIPTION

This educational resource was developed to support primary
education teachers in promoting Digital Citizenship. In
Portugal, Digital Citizenship is integrated into the School
Curriculum through the Curriculum Guidelines for ICT and
through the National Education Strategy for Citizenship.
The Directorate-General for Education, through the
SeguraNet Awareness Centre, produced the board game
"Let's discover the digital world" which includes 30 challenge
proposals and 156 questions to stimulate students' critical
thinking, with the support of the SeguraNet mascots Pisca and
Luzinha.
This educational resource was developed with the
participation of specialist teachers from the ICT Competence
Centres. The consultants were from higher education, the
Safer Internet Centre and the Council of Europe.
Read more information about the resource here.
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Spain

#StopChildAbuse
TARGET AUDIENCE

All audiences (parents and carers,
teachers and educators, learners,
counselors, other professionals)
LANGUAGES

English
View the resource on the BIK portal
DESCRIPTION

The awareness-raising campaign #StopChildAbuse aims to
stop and prevent sexual abuse and exploitation of children on
the internet.
This campaign has been developed alongside a group of
experts in the framework of the EU project 4NSEEK (Forensic
Against Sexual Exploitation of Children).
It has various materials for dissemination, such as blog
entries, infographics, graphs and videos, as well as a guide
aimed primarily at professionals working in child-related
fields, and an educational activity to do in classes.

20

United Kingdom
Parents and carers' guide:
Let's talk about life online
TARGET AUDIENCE

Parents and carers
LANGUAGES

English
View the resource on the BIK portal

DESCRIPTION

This parents' guide gives advice on how to begin
conversations about online experiences, how to work together
as a family to support young people online, and how to
handle difficult conversations or situations.
It has five sections that each come with examples of questions
to use to start conversations around safe and positive use of
the internet, and 10 key messages to share with young
people.
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